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What is the Authorized Contact (AC) Portal?

The AC Portal is an application on the HEALTHeCOMMUNITY Portal; only ACs have access to the AC
Portal. The AC Portal allows you to manage HEALTHeLINK and HEALTHeNET users by requesting
new user accounts, deactivating users, and much more.

As an AC, you are responsible for maintaining an accurate user list. Users at your practice(s) have
access to personally identifying information (PIl) and/or personal health information (PHI). Both data
types are sensitive and must be protected. You are responsible for maintaining who has access
to this information by (at a minimum):
¢ Verifying the practice list every 30 days. If you have not verified the practice user list in 30
days, you will be unable to create any new users until you review and approve the practice user list.
¢ Deactivating users who have left your practice within 24 hours of termination.

If you are an AC that manages users at multiple practices, you are now able to manage all users within
one badge.

Logging into the AC Portal
Log in to the HEALTHeCOMMUNITY Portal (www.wnylink.com) with your login credentials.

(. HEALTHeLINK

Welcome to the HEALTHeCOMMUNITY Portal

If you are experiencing issues logging in or have questions regarding this
site, please call the Help Desk at 877-895-4724 or 716-842-6343 or email
support@wnyhealthelink.com for assistance.

Username

sportd|

Password

Need help signing in?

See all HEALTHeCOMMUNITY Applications

This system contains protected information.
Unauthorized access is prohibited. By clicking “Login” you agree to all
HEALTHeLINK Security and Privacy Policies along with other applicable
regulations.

HITRUST 2o

CSF Certified | svauoe
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Messages

Authorized Contact Messages will display on the right. It will alert you if you have a Critical Message,
Warning Message or Informational Message. Please make sure you view your messages and pass along
information to your team as needed.

>
& HEALTHeCOMMURNITY wetema o
Applications Messages
Al Portal Warning Mossages
AT test
73 Mt Pracliced
AL Portal
AL test
2021 HEALTHeCOMMUNITY = | Privasy Policy ED wnfo Messages
| i ACTest

l i Testinfo

Accessing the AC Portal

Click on AC Portal badge to manage your users.

DUO Authentication

HEALTHeLINK leverages DUO for multifactor authentication on AC Portal

on your device, please refer to the DUO Security (TFA) Implementation Guide:

http://wnyhealthelink.com/wp-content/uploads/DUO-Security-TFA-Implementation-Guide.pdf.

Attestation Agreement
In order to gain access to AC Portal, you must first read and accept the attestation.

07/16/2021

c HEALTHeCOMMUNITY ™ PORTAL

Authorized Contact Attestation
I have the authority to act as an agent of the Parlicipant with regards to requesting user access rights 1o one or more of the applications or services (Applicaliens) contralled by
HEALTHELINK'
I have received training in HEALTHeLINK Policies and Procedures and agree to comply with the terms defined therein.
I acknowledge the impertance of controlling access to patient data contained in the Applications and the role |, as an Authorized Gontact, play in granting or revoking an Authorized
User’s access rights.
As an Authorized Contact of Participant, | acknowledge and accept the following responsibilties
1.1 will authonze access 1o the Applications for Participant Authorized Users in accordance with HEALTHeLINK Policies and Procedures.
2.1 will only authorize access for Authonzed Users of Participant who, in their job function at Participant, have a legitimate need to access patient data via the Applications and

will request access rights based on their role at Participant
3.1 will assure each Authonzed User | authorize receives HIPAA and HEALTHeLINK Policy and Procedure fraining prior to accessing the Applications and will recewve refresher

training at least annually
4.1 am responsible for monitoring usa of the Applications by Authorized USers | authorize and that accass is compliant with HEALTHeLINK Policias and Procedures and is

consistent with the Authorized User's role

5. 1 will notify HEALTHeLINK, in the manner defined in the HEALTHeLINK Policies and Procedures, of any change in Lhe role or employment status of Authonzed Users | have
authorized when the changs affects their access rights

& 1 will actively support HEALTHeLINK audit and broach investigation efforts and apply sanctions as required by intemal Participant policy and/or HEALTHaLINK policy.

7.1 will act as & Key point of contact for communications with HEALTHeLINK regarding HEALTHeLINK services and procedures end for changes in Participants legal business
status, i . and contact

* - For this document, the term HEALTHeLINK shall refer to all services and applicalions provided by HEALTHeLINK and HEALTHeNET

AccepT | | DECUNE | | PRnT

Sample Attestation

2475 George Urban Boulevard, Suite 202, Depew, NY 14043

Elyse Krezmien
WPl Changs Passused (LG Ou)

. If you need to set up DUO
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AC Dashboard

Upon logging into the AC Portal, the AC Dashboard will be displayed. The dashboard is comprised of
multiple badges to assist you with managing your practice(s) and associated users. The following
subsections will further explain the features and metrics on the Dashboard.

Selected Practices Welcome
= c HEALTHeCOMMUNITY AC PORTAL General Physicians PC  Healthelink Staff @ susieacmultiple &  Close

282

v

@ I

Reporting

User Verification Audit

Manage Users

User Requests

v v v v

Practice Analytics < 2 (showing1of2) B Ac Portal Documentation

General Physicians PC

Next User Verification

. Users Accessed Last 30 Users Without Access
Audit Total Users Days Last 60 Days ¥ AC Portal FAQs
Jun 23 2021 ‘ 466 6 460
(in 15 days) &
< Back to Community Portal
Other ACs

Multiple Practice Authorized Contacts
If you are an AC that manages multiple practices, the Selected Practices feature provides you with options

for managing a single practice or multiple practices at once. Click on the cog ( LY ) to modify the
practice(s) that will be displayed.

Selected Practices Welcome
= c HEALTHeCOMMUNITY AC PORTAL Hoalthelink Staff | @ = < :

Select Active Practices  =elect all

+ User Verification Audit b = Inage Users |~ Reporting

Q x

| Results Q | Username Date of Birth General Physicians PC

@ Healthelink Staff

Username First Name « Last Name = Date of Birth = Direct Email = Practice =
Edit i muliplepractic..  ac User2 MultiplePracti... 02/11/2019 user@wnyhealthelink.com Multiple
utestdog user Testdog 10/30/1959 jennybernacki@gmail.com Multiple
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User Verification Audit

As an Authorized Contact, you must verify your list of users every 30 days. AC Portal will not allow
you to set users up with an application if you have an outstanding review. The User Verification Audit page
will allow you to quickly deactivate users, if appropriate, and validate the remaining users who do have
access. The following functions are available on this page:

e Click on a user’s name to view and edit their account. See the Manage Users section for
additional detail regarding user profiles.
e Using the Deactivate Selected Users And Verify List button, select users to be deactivated and verify
the list of users for your organization
o This will remove the user from your practice and remove all application they have
assigned to them.
o Note: You are required to deactivate users within 24 hours of termination.
e If no users need to be deactivated, verify your user list by clicking Verify List Without Deactivation
e You may also click on Expand Filter to further refine the displayed users (as seen below)

User Verification Audit m

~ Collapse Filters

All Applications x sporto Employee ID First Name Last Name

A WARNING! Any user who does not log in and access any application over a 180 day period will have their account deactivated automatically.

Username * EmployeeID < First Name < Last Name < Date of Birth < Practice < Application

sporto Susan Porto ( 4 Healthelink Staff AC Portal

Manage Users

The Manage Users screen provides an alternate display of the users in your selected practice(s).
Common filters are displayed by default at the top and can be expanded to further refine the users
displayed.

As an Authorized Contact, you can edit a user’s email by clicking the Edit button. You can also use the
Export to CSV option if this data is needed outside of Portal.

Note: users will be automatically deactivated if they have NOT accessed in 180 days. When this occurs,
an AC will need to reactivate the user by submitting a User Request.

Additional functions are outlined in greater detail in the following subsections.

Manual IDP (Identify Proofing)

If a user fails identify proofing during new account set up, you can manually
verify their identity by selecting the Manual IDP button. This must be done
in person or via Zoom or Microsoft Teams. The user must show the

IDP
Manual IDP

allowed forms (see link below) to the AC to enter data into the system. These are audited to make
sure an AC is adding the correct information from the documentation provided.
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Additional information on Manual Identity Proofing can be found at:
https://wnyhealthelink.com/physicians-staff/training-materials/manual-identity-proofing-idp/

Force IDP
The Force IDP function will require a user to go through the security and identity

IDP
Force IDP

proofing process upon their next login. Potential uses for this function include:

e Suspicious activity is noticed and you want to have a user reverify their identity
e Reset the verification process if a user encountered issues during a previous attempt to verify
their identity

Send New User Email =
Use this function to send a user an email with a link to access the

Send New User Email
system if they are unable to login. This is most commonly used when a

user did not click on the activation link when their account was initially set up.

Activation links expire after 7 days.

User Requests (Setting Up a User for an Application)
To submit a user application, select the User Requests tab.

Selected Practices Welcome

c HEALTHeCOMMUNITY AC PORTAL Healthelink Staff @

&

®

L

0] @ @ @ @

HEALTHe Secure

OUTCOMES

Set up a new
Authorized
Contact

Multiple HEALTHeLINK

HEALTHeNET

Messaging
Request

Applications Request

Request Request
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You can submit a request for a single application, or many applications at once by clicking Multiple
Applications. Each application can only apply for a single practice.

Selected Practices Welcome s
General Physicians PC  Healthelink Staff & =

2 Manage Users v 2 Reporting v
Select Applications for Request * /

- HEALTHeNET x | Secure Messaging x Jis¥| x a

HEALIHELINK Fre-Froa

© HEALTHeNET e

HEALTHeNET QA

Close

HEALTHeNET Staging
Preferred First Name
HEALTHeQUTCOMES

@ Secure i ‘

Alternate Email [P

Preferred First Name

Alternate Email mm/dd/yyyy m]

Gender

v () Male () Female

If a badge is disabled (see below on right), this is due to an outstanding verification
audit for the selected practice. Once you complete the verification process, you can HEALTHeLINK

Request

return to this page to continue the user request.

The applications you can request are determined by your permissions with the
practice that is selected. To request additional permissions, please contact your HEALTHeLINK
Account Manager.

When submitting the request, Job Category will determine whether results can be viewed.

e Clinical Staff: users will have access to results in HEALTHeLINK
e Non Clinical: HEALTHeLINK access will not be provided

HEALTHeLINK Job Category *

Resident Users that need access to RESULTS in

Clinical Staff h HEALTHeLINK

Other Clinical Specialist (e.g. dentist, podiatrist, pharmacist, PT/OT, etc)

b
] Grgnn'l'ransplant User

Non Clinical h Users for demographic access with NO RESULTS
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Reporting

Reporting allows you to see what other ACs in your practice have set up and or deactivated. Enter the
ACs username and any activity by this AC will be displayed.
== e HEALTHeCOMMUNITY AC PORTAL ;::::r:m“ie’"‘ PC Hefithelink Staff & i Bt

Action Action

¢ ActionDate
Taken

FirstName &

Taken By

sporto 05/25/2021 AccessRequ..  sue
sporto 05/25/2021 Access Requ. Test
sporto 05/24/2021 Access Requ. Susie M
sporto 05/24/2021 AccessRequ..  Susie
sporto 03/16/2021 AccessRequ..  Susie
sporto 03/16/2021 AccessRequ..  Susie
sporto 03/09/2021 AccessRequ..  Susie

Showing page 10f 1(1- 7 of 7 total records)

v User Verification Audit v %2 Manage Users < B userRequests v

f5 Results o m AC User Name I ~ Expand Filters

Portal
Practice Name & $

Application
Username =

Name

Application
Username

Last Name &

porto Healthelink Staff HEALTHeLIN..

Test Healthelink Staff HEALTHeLIN..

Test Healthelink Staff HEALTHeLIN

Test Healthelink Staff HEALTHeLIN...

TestsingleAC HEALTHeLINK HEALTHeLIN...

Test SingleAC HEALTHeLINK HEALTHeLIN...

SingleRequest  HEALTHeLINK ssinglerequest  HEALTHeLIN... sporto2500

Part 2

Ac . Managing

Applications :::i:;e o Consent
] [x]
o (1
o o
o (1
o o
o (1
o [x]

Practice Analytics

You will also see data presented that is practice specific, such as when your Next User Verification Audit is
due, Total Users set up in your practice, Users that accessed in the last 30 days, and Users Without Access in

the Last 60 days.

v

User Verification Audit

v

Practice Analytics < > (showing1of2)

General Physicians PC

Next User Verification

udit Total Users
Jun 23 2021 466
(in 15 days) =

c HEALTHeCOMMUNITY AC PORTAL

Manage Users

Selected Practices
General Physicians PC  Healthelink Staff 3

202

@

User Requests

v v

Users Accessed Last 30 Users Without Access
Days Last 60 Days
[} 460
Other ACs

Welcome o
multiple =

o

Reporting

v

B Ac Portal Documentation

® AC Portal FAQs

< Back to Community Portal

Close
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General Tips

e All Fields with an asterisk (*) must be filled out.

e Each user must have their own email address. NEVER use an email that is shared. You may use
the account holders professional or personal email, but it must be an email that is only
accessible by that user. The email that is entered is where the account activation email will be
sent, as well as any future notifications or self-service emails.

Help and Support

For more information or training on the AC Portal, please call HEALTHeLINK/HEALTHeNET Support
at 877-895-4724 or 716-842-6343 or email support@wnyhealthelink.com.

Additional training materials are available on our HEALTHeLINK website.
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